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MATERIALS CONTROL AND ACCCUNYINC (?K%A):

THE EVOLUTIONARY PRESSIJ.WSa

Jones P, Shipley, L08 Ale.mos Nstional Laboratory
Los Alemos, NM B7545

(S05) 667-6394

ABSTRACT

Nuclear materials control and ●ccounting sye-

temm ● re subject to prercures of both regula-

tory and instltut~.onnl n-tures. This f~ct,

coupled with the ●mergence of new technology,
ie c-using evolutionary changes in materials

control cnd ●ccounting systems. These chm~es

cre the subject of thie papar.

1. INTRODUCTION

Nuclear mtteriale control ●nd ●ccounting

synteme continue to evoive in terms of both

their fundamental philosophy ●nd their typical

implementations. The pressures driving this

evolution ●rice from several source,, perhaps
the largest two being regulatory and institu-

tional concerns. At Lhe eeme time, the ensbl-
ing technology is emerging, That fact, to-

gether with c tighter coupling of procees
ciper~binc consideration ●nd mlterim18 control

and ●ccounting, have importtnt implications

for the futur~, The purpose of this pcper is

tn exunlne the combination of ●ll thesa fic-

tor~, supported by opercting experience, with

respect to directions of chanr@,

11. REGULATORY PRESSURES

Various regulations or r~quiremente arise

under both domestic ●nd international ssfe-
g..arrls . In the d~mestIc case, materials con-
trol mnd accounting requirements ● re laid out
!n D@partn,ent of En@rgy (DOE) Order 5630 for

DOE fecilitiee, Nuclesr Regulatory Comcnisrion

(NRC) regulations govern conwnerclal f6cill-
tler, @\,d the NRC has recently propoeed I

mnLarlalr control ●nd accounting reform emend-
ment \ntend@d to upgrade those rbgulitiont,

In the international case, roquirementt ●re
promulgated by the Internhtlonsl Atomic Energy

Agency (IAEA) through ito interactions with
the Member Stcter or by bileteral ●nd multl-

lat.*ra!. agreamcnto ●mong vnrioue Lroupt of
countrlac,

.

In ●ll of theee cases tba regulatory
pressuree ~:e threo prongod:

● more timely *cCounting,
* more oensitive ●ccounting, ●nd
● lower perconnel radiation ●xposures

necessmy to schiove ●cceptable ac-
couriting quality.

In ●ddition, the domeetic ~cene i; currantly
dominated by increasingly stringent thr~tt
guidanre. Pert bf this threut gliidanco la

intended to reinforce controls over those pw-
sonnel normally having access to roocitl
nuclemr msterial (Swn), thereby providing
●dditional protection kg~inct thrests that
depend upon ● knowledgeable inxlder, As ●

result, long-etanctin~ reliknce on per~onntl
integrity ●t the ~per-tlng level is being
questioned. The role of technology in allevi-
●ting the need for that reliance will become
of increasing concern; that role LB not likely

to be one of decieion m-king, Te!hnolcgy can
beBt contribute by assuring that sccurtte ●nd

precise inputs tre available to the decleion

maker, which will be ● human for tha foror~e-

●ble future.

The International ssfeguardo problem ic
complicated by the ●mergenc~ of new types of
facilities to be smf~tu~rded. These ●re the
co-called bulk-handling facilities, of which

enrichment, fuel fabrication, ●nd reprocessing
● rc the prime ●xmples. The nature, number,
●nd size of these facilities will denwd a

different tpproach to IAEA a~fegusrds to ●d-

drecs ●merging performance r~qulroments, The
technology to satisfy these retulatlons ●nd
requiromentm In such facilities i- still being
dtveloped.

In thoee caoec where facilities ● re sub-
ject to both dcmectic ●nd international sefe-.

guards requiroment~ and regulation!, lt ehould
ba obvlouc thct ● cubetantIal d~gree of cow

pitlbillty between the two is highly dealr.

sole, Thic compatibility mlnlmizec the redun-
dancy and disruption that oefeguardc sometimes

nti{,tk nupportp~ by the US l)ppnrtment of En@rny,
---
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impoces on ● facility, which is both ●dvanta-
goous cost-wise and simpisr for the facility
opermtor.

Y.II. INSTITUTIONALPRESSURES

A second set of pressures neither di-

rectly oppoced to i,ur in ●greement with the
regulatory ones comprises large-scale issues
sps?:,ing questions mf propriety, prerogatives,
●nd perception. Those pressurec include the

following major unes:

● minimize the intpproprlate reletse of

proprietary, sencitive, ●rid/or unnec-
essary information,

● optimize tile impect of meterial~ con-
trol and ●ccounting on product quality,

● maximize safeguards effectiveness,
●tpec!.el’.y ●s perceived by the out-
clde, ●nd

● minlmixe the cost of safeguards con-
sistent with the above objectives.

This list ic not exh~ustive, but it cer-

t~lnly includes the mejor Instltutlonhl fhc-

tor-. The lx-t frctor it ●specially importint

for international safeguards when considered
in terms of manpower requ!rementso Hanpower-

intencive rnystemc ● re not likely to be suc-
cenhful or accept~ble in the long, te:xn.

It ic il,lportant thst cafe&ua?derc keep in

mind just who it 1s that determines what the
Ievols of theoe pressures ● re, Many individ-

uals ●nd entities play ● role in thct proc~as,

●nd ●lmoct none ~f them sre solely safegufirds

oriented, Consequently, cafeguardt technolo-
glgtt cin ctrlve to relieve these precsur~c,
hut the determination of whether or not relief
is SUff~LiOnt is ● CO1lOC}IVO 01’10.

One of the pivotal Icsu@s concerning

safeguard- ic thst af p?rforrnance eVSIUttiOII.

Again, we muet keep in mind who doet thtt

avsluatlon, mnd there are four claoses of

●valuate-s : thooe who cleolgn, build, mnd

op~rat~ the sefeg(ard? eyetem; thoce who oper-
●te the facility thnt ir safeguarded; thooe
who drpond on the safeguards uystem (the pub-

lIC, other countrira, etc,); ●~d thrsa who

would dlvcrt SNM. Ue c~n think of the four

!nrtitutl~)n~l prefsures ll~tcd -hove ● s ●t-

trlbuteo In tht performance cvaluctlon of ●

saf~guards Iyctom, lheoe four nttrlbutec will

be ~eolgned, In ●ither a formol or tiefocto
way, dlff~rent wel~hts by each of the four

evaluators, The t~sk for ● deoieion msker who
would relieve these institutional preesures it
to ●ggregste ●ppropriately all these view-
point.

Iv. THE PROCIXS/SAFEGUARDS COALITION

Several relevant facts help to ●lleviate

cuch pressures ●nd further the ●volution of
meterisls control ●nd ●ccounting systems in
direction consistent with those preeeures.

First, safeguards technology has been emerging
for severci yeare in the W*Y of improving both
sensitivity ●nd tlmelinese of mater!ele con-
trol ●nd ●ccounting tystems. For ●xxxnple,
in-line, on-line, ●nd ●t-line instrumentation

is much more reedily mnd widely svtilable to-
day. Supporting thet Inxtrumentution is the

cap~bility for logical safeguards syetems de-
sign snd integration, in:.luding, for ●xxmple,

technique for quantitative performance ●naly-
cis ●nd ctetistical methods for ●valuation of

meterimls ●ccounting data.

At the sane time, the technology of proc-
ess design, development, ●nd control mlso is
evolving. This means thet many of the process
decign tools, which are ●n absolutely ● seen-

tial part of materitls control ond ●ccounting

systems design, can also be brought to bear
for procecs engineering purpose-, In addi-
tion, facility automation bssed on artlflclal

intelligence and robotics is emerging ● s the
weve of the future in proceos design hnd oper-

●tion. Thic technology obviously will heve
substant.!il imp~cts on the nature mnd lmple-

m~ntstion of m~feguards, For ●xwmple, human

●xposure to the process environmank will be
mlnlmlzed, reuultlng In both leac radittion

exposure dnd les- potential for compromise of

aensltivn information,

It 10 by no meana too noon to begin weev-
ing all these throids together. The \mpr, ad

systems for tracking nuclear mmterlnl?, wlich
arioe naturally from ‘he improved saleguard:
technology developed for the ●volvln~ materi-
●ls control and ●ccounting systemo, wI1l pro..
vide bonefltt to the p.ocess operator, , nori-
● rn syctemc wI1l ndtuielly build o:] current

capcbilltleo fur procego control !n termc of
mvmllable Inttrurnontation and measurement
th~t might be upgrad~d for maleriale control

●nd ●ccounting.

Examplsc of tha rouulte of these ●volu-
tlonary pre#Ouret Include the #erles of revon

minlru” exjjerlmelltt *t the Allied G@neral



Nuclear Services Reprocessing Plant in
Barnwell, South Carolina, the design of the

Fuels ?laterials Exueination Facility at
Richland, Washington, ●nd the de8ign of the

New !lpecisl Recovery Line ut Savmr,hh River.

In S@J of these ca6e6, the evolutionary Pres-
sures described above hmvs been overriding

f-:tors. In w rsse these factore have

been alleviated by ● mtrong coslition of proc-
ess ●nd safeguards concerne. Such coalitions

are ●bsolutely necesscry to ●chieve both xnnxi-
mum efficiency and effectiveness.

Perhaps the most outstanding exempl~ of

thb potenti~l for mutual benefits to s*fe-
guardc and the process is in the gas centri-

fuge enrichment plant (CCEP) now under con-

struction ●t Portsmouth, Ohio. The usual IAEA

inspection ●pproach would call for ●n attrib-
utes and vkriables semple plar m 14-ton cyl-
inders of UFt feed, prod~ct, ●nd tails

materiils, n.?cessltating Inspector pretonce to
cnrry out, foi ●xempie, ●n sttr~butec check on

a substantial number of sucil cyltnders. On
the other hand, by providing s set of ●utomat-

ed in-line enrichment monitors (Ettc), the ●t-

tributus checks on ●ll cylinders would be
automatic~lly performed without the need for

inspectors to be present, which WOUII! filve
sweril in~pector man montht for t two-build-

ing CCLP, which is the current pl~n. In addi-
tion, the GCEP oper~torc would hava to con-
tribute perhsps three times that amount of
their own recourccs to sssist the IAEA if the

EHs were not in p]ace, Th~ GCEP operator alBo
benefits from having t continuous on-llne

meauurernmn(. of Ihe enrichment!. of material go-
ing into the product cylinders, ● meonurement
that i- hl,{hly daoirsble f’rom ● procost oper-
iting stmndpuint, Even further, the t.ltl would

provide suixi~ntl ally improved timeliness clld
suntitivity ovsr the usual appro~ch p,aett.ed

i)] tf)e IAEA, Th\c lC a came whorv vvery sin-
glo perform,lnc? m~~slire 1s !mprov@d by tdvinc-

ed t~chnolo~y, It lU the prototypic wln-wln

altuetion,

v, PQTPNTl~L !4ATEN1ALSCONTROLAND ACCOUNTING

where I(k) is the Lruq vnlun, cx(k) 1S tbe

uncorrelLted, or rnndom, inventory measurement

error, ●nd VI is the correlated, sometimes

called the systematic, inventory measurement
error, We assume th-t both (I(k) and ?1

come from stationary random procesces, so that
VI is ●n unknuwo constant. Note that

~I(k) ●.ld hl ●re relstive ● rrors.

Similarly, _let the ~et of Q!! transfer

measurements, {T(k), k = 1, 2, . . . . N), ●ach

be given by

y(k) = T(k) + CT(k) + qT ,

with sjmllsr restrictions and definitions ● s

before. The varlancek of the four ?&ndom
vcriablex, ~I(k), V?, tT(k), ~ T, ● r?

constcnt aod g!ven, resptctivuly, by

It is strsightforwara to show that the vari-
ance of the CUSUN ov~r N balsnces, which iS

the same ● s ● slntle ma~.erials balance over

the N periods, can be written ● s

d~(N) - [12(0) + 12(N) ]o?1

+ [1(0)- I(N) 17u~1+ NU~T

+ N2UZT ,

if qI And ~T ire conctant$ We cm use

this equa:ion to m~ke the following observa-
tions.

In high-throughput processes, ths ~-

tiy~ ~gc.u.~.e~ between between feed ●nd product
measurements limit? the long-tarm decect)on

sensitivity, ●nd lonk-term relative blasss
between feed and product mocsuromnnt.s Bhould

be controlled, Thaoret\c*lly, the l{mitin~
factor It the uncertainty in the ralmtlve bias

between the pny-l<ol rtnndkrds used for these

mea-uroments, whlrh may b~ <O.:!, Consequent-
ly, it lo difficult to Imagine ● long-term
d@t*ct\on rnanaitivity better than ●bout 0.1%

of the throughput,

In contrast, the f-r?!.!.?.bn Of the ln-
proceas inventory nwa~uremonts ●nd the vsrlA-

. bl,l)u O! ●ny unm~alurmd hOldup are the liait-
Ing uncertalntiea in ●hort-teim dat,ction,

i(k) w :(k) [1 + ~I(k.) +VII I



Even with very preclee measuromente, large

buffer-storage tanks mky introduce large sbso-
lut~ errors that will seriously oegrade tbe

ehort-term dotec’-ion sensitivity. On the oth-

er hand, relatively !nLnor holdups ●nd uide-

etresm~ will hcve little ●ffect on detection
senci:ivity, ●nd ●etimates bcsad on historical

dats cm te used until theee compon~nts ●re
measured, for ●xample, during ● physical in-

ventory. Oh the basis of past opratio; ● x.

porience, I believe that 1% of the inventory

ie ● ressoncble Jimit to the short-term detec-
tiuc sensitivity.

What can be done about these limita-

tions? The nsture of the problem suggest- the

following three-po.nt tppromch:

● Crtate materials b~lknces thnt ●re

sufficiently small in time kod epace

so th~t datection sensitivities ●re

uuitkble.

● Po*tulate that. any diversion threct ic

limited to a very few locatlont, with
minimal opportunity for Successful

tampering or folsificstiono

c Conctruct Q set )f ndminlstrativo pro-

cedures, augmen.ed by security tech-
nology, to ● nsure that the abova situ-

ation holds.

This ipproach, coupled with rscognltlon of tbc
structure and potential of HLU sy.temc, htt

profound !rnplIcatlonr for tho future dlrec-

tiont of l!CfiA ●volition.

VI. CONCLUSIONS

The tnort difficult acpect of improving

the cafeguardr cltu-tlon, be lt domestic or

int~rnational, clvlllmn or military, is to

convince people that advancing c-feguards

technology may not be just ● burden, but may

ha’.e hanevnlent, b*neflclal conrequencel,

Very often .+e can be in thmt hippy s!tuat!on
where cent ●nd ●ffectivenenc don’t hsve to be

trcdad off agalntt ona another, Both may im-

prove clmultcneouoly If we ctn get our~elves

to peer over the ●dge of the rut of tradition,

of materiels ●ccounting. I ~haracterixe them
as follows:

● Xnotrumentation
ema?t, ●fisy tc use

remote operttioo, tamper cafe
nctworkable
relicble, robuet
well-characteri:tei

● S)Stems
cloee-coupled mst.erials ●ccounting
more timely, s mcitivv materials
●ccounting
wfill-char~cterized
computer-based inspection systega
statistical ptttern recognition for
diversion detection

re90LrCe allocation optimization.

I believe theee trends ate inevitable and
necessary. Like ●ny growth, they will not
come without pain ●nd uncertainty, but the

●lternatives ● rc not ●cceptable, In actuality

our outlook mhould be much morh positive.
Encouragement of the trenda outlintd he:e just

may have substantial benefite for ●ll OF US.
It’s a poaaibili(; worth lr,’?eatigating,

Tha ●voluLlonary proaaurma deecribd

●bove, of course, cauto ●volutionary trenda in
the t~cnnology of materlala control ●nd ac-

counting, These trends affect both the d~-

VICQX of m~tcrl*lo ●ccountlnS ind tho oyuterna


